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Abstract 

A watermark is an invisible mark placed on an im- 
age that can only be detected when the image is 
compared with the original. This mark is designed 
to identify both tlio source of a document as well 
as its intended recipient. This paper discusses var- 
ious techniques for embedding such marks in grey 
scale and colour digital images. 

1 INTRODUCTION 

Computers, printers and high rate transmission facilities 
are becoming less expensive and more generally available. 
It is now feasible and very economical to transmit images 
and video sequences vising computer networks rather than 
sending hard copies by post. In addition, images may be 
stored in databases in digital form. A major impediment 
to the use of electronic distribution and storage is the 
ease of intercepting, copying and redistributing electronic 
images and documents in their exact original form. As 
a result, publishers are extremely reluctant to use this 
means of disseminating material. 

The commercial possibilities for the World Wide Web are 
steadily becoming more appreciated. However it is clear 
that in order for these possibilities to be realized that an 
integrated approach for the secure handling, issue and du- 
plication of issued documents is required. 

Brassi) el al. [J] have investigated different methods for 
marking text within documents with a unique binary code 
word which serves to identify legitimate users of the doc- 
ument. The code word is embedded in the document by 
making subtle modifications to the structure of a doc- 
ument, such as modulation of line width and interword 
spacing as well as modification of character fonts. The 
presence of the code word does not visibly degrade the 
document, but can be readily detected by making a com- 
parison with the original. Standard document handing 
operations such as photocopying and scanning do not re- 
move the mark. 

The same idea may be extended to include the protection 
of images. In this paper, we begin by specifying the re- 
quirements that tin effective image watermarking scheme 
must possess. A review of current techniques is presented 
and novel techniques based on image transforms are then 
described. 

1.1 REQUIREMENTS FOR WATERMARKING 
ALGORITHM 

The work in t his paper examines strategics for the water- 
mark to meet the following criteria: 

Imago Processing And Its Applications, 4-6 July 1995 
Conference Publication No. 410. © IEE 1995. 



• The image must not be visibly degraded by the pres- 
ence of the mark while at the same time a unique 
identifier with high information content, is produced. 

• The mark must be readily recoverable by some form 
of comparison with the original image. 

• The mark must be strongly resistant to detection 
and decoding without access to the original. It must 
be strongly resistant to attack and it should cause 
a significant loss of image quality for it to be de- 
stroyed. In addition, the mark must be tolerant, to 
reasonable quality lossy compression of the image. 

1.2 DIGITAL COMMUNICATIONS 

The task of embedding a watermark in an image and de- 
tecting and decoding the mark may be regarded as a prob- 
lem in digital communications. There are three compo- 
nents [2] in the solution of this problem: 

• Forms of transmission pulse must be identified that 
can transmit information reliably and yet introduce 
uo artifacts visible even to a very careful observer. 

• Digital sigual modulation techniques are required to 
plac^ the desired information onto the transmitted 
pulsus. 

• Innovative error-control coding and digital signature 
techniques are required to ensure reliable and secure 
communication of the mark as well as authentication 
of the encoded message. 

It will be assumed without loss of generality that t he mark 
is encoded in the form of a binary bit string. 

The factors affecting the choice of form of transmission 
pulses are quite complex. First , there is the need for ro- 
bustness. Any operation that may be carried out on the 
image can degrade transmission of the watermark. The 
second fartor is visibility. Intuitively, one can see that 
less information can be hidden on flat featureless regions 
of the image. It should be possible to incorporate more in- 
formation into those parts of the image that contain more 
texture or around edges. Psychovisual phenomena are ob- 
viously factors in the transmission of hidden information. 

Kurak and McHugh [3] have considered the possible appli- 
cation of redundant- features in an image to the transmis- 
sion of information. Their concern was the transmission of 
dangerous viruses (or "Trojan horse programs") in the low 
order bits of a data stream. They note that merely view- 
ing an image is not sufficient for detecting the presence of 
some form of corruption. Depending on the texture of the 
image and the quality of a computer monitor it is possible 
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to exploit the limited dynamic range of the human eye to 
hide low quality images within other images. Walton [4] 
has developed a technique for introducing checksums in 
the low order bits of an image to prevent unauthorized 
tampering. Dautzenberg and Boland [5] examined using 
the low order bits as a possible part of a scheme for intro- 
ducing watermarks into images. This approach gave very 
poor results because standard lossy compression schemes, 
such as JPEG [6], tend to have the effect of randommng 
the low order bits during the quantization stage of image 
compression. 

2 THE BLOCK MEAN APPROACH 

Dautzenberg and Boland [5] and Caronni [7] have investi- 
gated another simple technique for embedding watermarks 
in images. An image may be divided up into blocks. The 
mean of each block may then be incremented to encode a 
T or decremented to encode a *0' (or vice versa). This 
is termed bi-directional coding. Alternatively, the mean 
may be incremented to encode a '1' and be left untouched 
to encode a '0'. This is termed unidirectional coding. Of 
the two forms of coding bi-directional coding is the more 
robust but unidirectional coding has the advantage that 
it is possible to arrange matters that a watermark can 
be detected without comparing the image to the origi- 
nal. Dautzenberg and Boland examined two different ap- 
proaches for placing the blocks inside images: 

Chessboard pattern: The blocks are arranged side by 
side to tile over the entire image. 

Blocks with borders pattern: The blocks are ar- 
ranged side by side, but are surrounded by a border 
which is not marked. 

The block- mean approach suffers from the grave disadvan- 
tage that an enemy that is in possession of a number of 
independent copies of the image can compare the different 
copies and read most, if not all, of the encoded message. 
Caronni shows that the expected number of undetected 
bits decreases exponentially with the number of copies. 
Caronni combats this particular weakness by randomiz- 
ing both the size of the blocks as well as the positions of 
the blocks inside the image. 

Despite its simplicity, the block-mean method of marking 
images has proven to be highly robust to lossy image com- 
pression, photocopying and colour scanning and dithering. 

The number of bits that may be encoded using the block- 
mean approach equals the number of blocks, and this in 
turn depends on the size of the image and the block size, as 
well as the width of borders around blocks. Realistically, 
the number of bits that one can expect to encode is in the 
order of one hundred bits. This capacity may be adequate 
for some applications, even after taking into account the 
need for redundancy in the code for error detection and 
correction as well as code word authentication. However, 
this capacity is quite tiny in comparison with the storage 
required for the image. 

3 THE WATERMARKING ALGORITHM 

It is possible to achieve much higher storage capacities 
using image transform coding techniques [8]. Candidate 
image transforms are based on standard image compres- 
sion techniques and include the use of the Discrete Co- 
sine Transform [6, 9), Wavelet Transforms [10J, Walsh- 
Hadamard Transform [8, 11| and the Fast Fourier Trans- 
form. 



3.1 THE ALGORITHM 

This subsection describes the watermarking algorithm. 
First, a simple form of modulation for placing bits on an 
image is outlined. Second, a technique for determining 
the number of bits to be placed at given locations in the 
image is also described. 

3.1.1 Amplitude Modulation The following algo- 
rithm, which is a hybrid between amplitude modulation 
and frequency shift keying has been applied to watermark- 
ing: 

1. Divide image into blocks. 

2. Subtract the mean of the block from each pixel in 
the. hlock, 

3. Normalize pixel values within each block so that 
they range between -127 and 127. 

4. Carry out transform on image block. 

5. Modulate selected coefficients of the transformation 
(e.g.using bi-directional coding). 

6. Reverse the transformation and replace the image 
block in the image. 

Watermark detection is easily performed by carrying out 
the above operations on the original image and the wa- 
termarked image in parallel and comparing the values of 
the coefficients. Note that the block-mean approach is a 
special case of the above. If the Discrete Cosine TYans- 
form (or "DCT") is used in step 4 above to transform 
the image sub-blocks then the mean value will be one of 
the coefficients present, although it will never be marked 
unless step 2 is removed. 

Zhao and Koch [12] have investigated an approach to wa- 
termarking images based on the JPEG image compression 
algorithm. Their approach is to segment the image into 
individual 8 x 8-blocks., Only eight coefficients occupying 
particular positions in the 8x8 block of DCT coefficients 
can be marked. These comprise the low frequency com- 
ponents of the image block, but exclude the mean value 
coefficient (at coordinate (0,0)) as well as the low frequen- 
cies at coordinates (0,1) and (1,0). Zhao and Koch also 
take the precaution of placing the blocks at random posi- 
tions in the image in order to make a successful attack by 
an enemy less likely. 

3.1.2 The number of bits The first stage in embed- 
ding a bit stream in an image is to determine the number 
of bits that can be placed into a given image block. A 
very simple method based on Parseval's Theorem [2] will 
now be described. 

In a highly textured image block energy tends to be more 
evenly distributed amongst the different DCT coefficients. 
In a flat featureless portion of the image the dominant 
energy components tend to lie at the low frequency end of 
the spectrum. 

As stated above, the aim is to place more information 
bits where they are least noticeable. This may be accom- 
plished by using a simple thresholding technique. The 
steps are as follows: 

1. Sort the DCT coefficients in order according to ab- 
solute magnitude.* 
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Figure 1: Standard yrey scale image of Lena* The we 
of image it 512 x Sit pixeU. 



2. Starting with the largest, sum the energies in each 
component, until a predetermined threshold (usu- 
ally a simple proportion c of the total energy) is 
exceeded. 

3. Set the number of bits to be placed in this block 
equal to the number of components required to ex- 
ceed the threshold. 

This approach of placing bits where they are least visible 
can be a potential weakness. Lossy image compression 
algorithms are designed to disregard redundant informa- 
tion. Information bits placed within textured areas of the 
image are therefore more vulnerable to attack. Therefore, 
there is a compromise to be reached between hiding a large 
number of information bits where they can least be seen, 
but where they can be attacked by image compression al- 
gorithms, or placing fewer bits on less textured but safer 
portions of the image. This may be achieved by opting 
for a moderately low value of threshold (e.g. c « 0.7). 
It is worth noting that the number of bits that can be 
encoded using image transforms far exceeds that of the 
block-mean approach. The expected capacity is in the 
order of 1000 bits for a typical image. In the case of Zhao 
and Koch's method 8 bits of information are encoded into 
each 8x8 block. If the blocks are tiled over the image 
then overall one could obtain a maximum code rate of 
0.125 bits/pixel. 

3.2 OTHER TRANSFORMS 

The DCT is not the only image transform that may be 
used for watermarking. Other transforms that may be 
used include: 

Walsh transforms: The Walsh-Hadamard trans- 
form [8, 13] can be viewed as a generalisation of 
the block-mean approach described above. In this 




Figure 2: Lena weakly watermarked using Mock* with 
borders. 



composed entirely of elements with value 1 or — 1 
only. The Walsh-Hadamard transform can be im- 
plemented using as a fast algorithm. 



Wavelet transforms: The wavelet transform has been 
shown to give good compact representation of image 
texture. Has suggests that it may have powerful 
watermarking properties. Fast wavelet transforms 
exist and are described and implemented by Press 
tt a!. [10]. 



The FFTi The FIT may also be applied. The great 
advantage of the FFT is that it allows the separation 
of magnitude and phase for modulation purposes. 

In each of these transformations it is assumed that the 
block size is an integer power of two. 
It is important to note the differences between the aims in 
image compression and in designing watermark transmis- 
sion pulses. In image compression one is given a number 
(hopefully a small number) of coefficients with which to 
reproduce a good approximation to the original image. A 
small change in the coefficients should make little differ- 
ence to the approximation to the image. However, the 
reverse does not necessarily hold since a small change to 
the image can result in a large change in the coefficients. 
This kind of behaviour is obviously extremely undesirable 
when the embedded information depends on the value of 
these coefficients. The severity of this effect depends on 
the image transforms being used. Ill-conditioning tends 
to be much more severe for image transformations whose 
basis images are data-dependent (e.g. the singular value 
decomposition or SVDY. Image transformations with fixed 
basis images (e.g. DCT and wavelet transforms) tend to 
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Figure 3: Lena strongly watermarked using blocks with 
borders. 



3.3 OTHER ISSUES 

The material in this paper thus far has described meth- 
od* that may be used for placing a watermark in an im- 
age. However, we have not addressed other components in 
the watermarking problem, namely the reliable and secure 
transmission of the watermark. 

Reliable communication was proven by Shannon [14] to be 
theoretically possible providing the information rate does 
not exceed a threshold known as the channel capacity. 
The Shannon limit may be approached by applying error 
control codes. Error control coding and modulation al- 
though often treated separately are in fact closely related. 
For example, in the implementation of the watermarking 
algorithm described above, the process of using only se- 
lected coefficients and ignoring others, is an example of 
a spherical code. In a spherical code [11] the points in 
signal space lie on the surface of a sphere whose radius 
is determined by the energy content. This code has mild 
error correcting properties with the result that low values 
of energy threshold result in significantly improved perfor- 
mance in the transmission of the mark. More robust error 
correction techniques can be employed if necessary. Meth- 
ods for error control coding are described by Sweeney [15] , 
Chambers [U] and Blahut [16]. 

In addition to reliability there may also be a need for 
security. Many different encryption algorithms exist to 
carry this out. A good introduction is presented by Cham- 
bers [11]. A more mathematical treatment of the subject 
is given by Konheim [17]. 

4 RESULTS 

Figure 1 shows a standard image without a watermark. 
Figure 2 shows the same image watermarked using bi- 
directional coding and the blocks with borders method de- 
scribed above. The inner block sire is 12 and the depth of 
modulation is 3. Figure 3 shows the same image strongly 




FigUT6 4: Lena watermarked using fourth order 
Daubechy wavelets. 



The mark is for all intents and purposes invisible in fig- 
ure 2 but may be detected quite readily even after lossy 
compression and scanning has been carried out. The wa- 
termark conveys 441 bits of information and the standard 
message reads: "012345 This is a watermark... B . 

Figure 4 shows 'Lena" watermarked using the Daubechy 
Wavelet Transform. The block size is 8 and the depth of 
modulation is 5. The watermark conveys 12882 bits of 
information. The standard message is repeated to occupy 
all the available capacity. Note that the presence of the 
mark introduces no visible degradation. 

The question arises as to what a watermark actually looks 
like. Figure 5 shows the difference between the wavelet 
marked version of the standard image and the original, 
scaled by a factor of 32. Figure 6 shows the image of a 
watermark produced using the DOT- As in the case of the 
wavelet watermark, the block size is 8 and the depth of 
modulation is 5. The number of bits encoded in the DOT 
watermark equals 9342 and the standard test message is 
repeatedly encoded as before. 

The DCT watermarked image was compressed using 
JPEG with default settings. The quality factor was set 
to 90 and no smoothing was used. The compression ratio 
was 14:1. The binary bit pattern in the watermark was 
recovered with a bit error rate of 14%. Since the errors 
tended to occur in bursts it was actually possible to de- 
cipher ASCII characters from the raw bit stream without 
resorting to error-control codes. The same experiment was 
repeated using images marked using Daubechy wavelets 
and the Walsh-Hadamard transform. The corresponding 
bit error rates were 18.5% and 20.5% respectively. 

It is apparent upon examining the watermarks in figure 5 
and figure 6 that the transform based marking schemes 
possess a number of desirable features. First, one can 
mark according to the distribution of energy within the 
coefficients. In this way, one can place watermarks where 



330 




Figure 5: The watermark produced using Daubechy 

wavelets. 




Figure 6: The watermark produced using the Discrete 
Cosine Transform. 



As a result, the watermark exhibits a ghoet-like resem- 
blance to the original image. It is also very interesting 
to note that the watermark pattern on the flat regions of 
the image (such as Lena's shoulder) bears a superficial re- 
semblance to military camouflage. Second the watermark 
is irregularly distributed over the entire image sub-block 
which makes it more difficult to detect and for enemies in 
possession of independent copies of the image to decode 
and read the mark. 

5 CONCLUSION 

This paper has outlined a scheme for embedding robust 
watermarks onto digital images. The watermarks are de- 
signed to be invisible even to a careful observer but con- 
tain sufficient information to uniquely identify both the 
origin and intended recipient of an image with a very low 
probability of error. 

Future work will involve the further development of robust 
error correction codes and digital signature techniques. In 
addition, the authors will attempt to envisage possible 
attacks on the integrity and security of the mark and to 
devise suitable counter measures. 
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TO: Norman M Wright 
Location: CPK2 4A37 
Art Unit: 2134 
Thursday, August 12, 2004 



From: Terese Esterheld 
Location: EIC 2100 
PK2-4B30 
Phone: 308-7795 



Case Serial Number: 09/527971 



Terese.esterheld@uspto.gov 




Dear Examiner Wright, 

Attached, please find the results of your search request for application 09527971. I have concentrated on 
finding information on Watermark detection and the priority date of May 8, 1995. Other requested aspects 
were also searched. 

The best information was obtained using the date restriction in Hot Bot. 

Items have been marked that may be of value to you. Please look over the complete package as other items 
may also be of use. 

Please let me know if you need additional information on this search. 
Thank you for coming to EIC 2100. 
Terese Esterheld 
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Method and apparatus for encoding audio with auxiliary digital data 
Verfahren und Vorrichtung zur Kodierung von Audiosignalen mit zusatzlichen 
digital en Da ten 

Procede et dispositif de codage de signaux- audio avec des signaux 
auxili aires 
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ABSTRACT EP 987855 A2 

A method of processing audio to convey auxiliary information therewith 
without audible evidence of audio alteration is provided, in which the 
audio is represented by digital data, and the auxiliary information 
comprises a data string having plural 'bit positions, each with a '"1" or 
"0" value. The method comprises: receiving the plural bit auxiliary data; 
providing noise data; processing the plural bit auxiliary data and the 
noise data to yield intermediate data; and summing the intermediate data 
with the audio data to yield encoded audio; wherein the audio is 
repeatedly encoded from each of plural non-overlapping excerpts of the 
encoded audio. 
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(EP) AT BE BG CH CY CZ DE DK EE ES FI FR GB GR HU IE IT LU MC NL PT RO SE 
SI SK TR 

(OA) BF BJ CF CG CI CM GA GN GQ GW ML MR NE SN TD TG 

(AP) BW GH GM KE LS MW MZ SD SL SZ TZ-UG ZM ZW- • - * 

(EA) AM AZ BY KG KZ MD RU TJ TM 
Main International Patent Class: H04L-009/00 
International Patent Class: G06F-011/30 
Publication Language: English 
Filing Language: English 
Fulltext Availability: 

Detailed Description 

Claims 

Fulltext Word Count: 24460 
English Abstract 

This disclosure describes methods for using embedded auxiliary signals in 
documents for copy detection and other applications. In an application, 
the auxiliary signal is formed as an array of elements selected from a 
set of print structures (106) with properties that change differently in 
response to copy operations. These changes in properties of the print 
structures that carry the embedded auxiliary signal are automatically 
detectable. The extent to which the auxiliary data is detected forms a 
detection metric used in combination with one or more other metrics to 
differentiate copies from originals'. Robust and fragile watermarks are • 
used in Image Replacement Documents for a variety of applications. 
Digital watermarks act as on-board mediators in authentication of a 
variety of printed documents. Finally, digital watermarks are used to 
help manage quality of the scanners used in imaging systems. 

French Abstract 

L 1 invention concerne des procedes d 1 utilisation de signaux auxiliaires 
integres dans des documents pour la detection de copies et autres 
applications. Conformement a une application, le signal auxiliaire se 
presente sous la forme d'une rangee d 1 elements selectionnes a partir d f un 
ensemble de structures d 1 impression (106) dotees de proprietes qui 
varient en reponse aux operations de copies . Ces changements de 
proprietes des structures d 1 impression portant les signaux auxiliaires 
integres sont automatiquement detectables. La mesure pour laquelle les 
donnees auxiliaires sont detectees forme une metrique de detection 
utilisee en combinaison avec une ou plusieurs autres metriques en vue de 
differencier les copies de l 1 original. Des filigranes robustes et 
fragiles sont utilises dans des documents de remplacement d 1 images pour 
une variete d 1 applications . Des filigranes numeriques agissent comme 
mediateurs incorpores • dans 1 1 authentif ication- d ' une variete * de documents ' 
imp rimes . En dernier lieu, des filigranes numeriques sont utilises en vue 
de contribuer a la gestion de qualite des scanneurs utilises dans des 
systemes d'imagerie. 
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Detailed Description 

Claims 
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English Abstract 

Digital watermarking technology is used as an image management 
system(30) . Images are identified by digital watermarks (22a and 22b) . 
The images are stored so as to be indexed according to their unique 
identifiers (22) . In the preferred embodiment, related images are grouped 
into a set of images through a common watermark identifier (28) . A 
particular image within the set of images is identified through a hash of 
the particular image (22) . 

French Abstract 

Cette invention concerne 1 1 emploi de la technologie du filigrane conime 
systeme de gestion d 1 images (30). Des images sont identifiees a 1 1 aide de 
filigranes numeriques (22a et 22b) . Les images sont stockees de maniere a 
etre indexees en fonction de leurs identifiants uniques (2*2). Dans un 
mode de realisation prefere, des images apparentees sont regroupees en un 
jeu d'images a l'aide d'un identifiant a filigrane commun (28). A 
l'interieur de 1' ensemble d ! images, on identifie une image particuliere 
(22) au moyen de son condense numerique propre (22). 
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Claims 
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English Abstract 

A digital watermark (100) comprises of various techniques for encoding 
hidden information in checks and other security documents The hidden 
information provides an authentication tool. Also including a method for 
encoding a security document with information. The security document 
comprises a substrate (102) having printing thereon. The information is 
hidden in the printing and corresponds to text or numbers conveyed by at 
least a portion of the printing. The method includes dividing the 
information into a plurality of playload sets, wherein each payload set 
includes a sub-set of the information, and encoding the payload sets 
acoss the substrate (102) . The plurality of payload sets is concatenated 
in order to retrieve the information. 

French Abstract 

La presente invention concerne diverses techniques de codage 

d 1 informations cachees dans des cheques et dans d'autres documents de 

securite. Les informations cachees constituent un outil 

d 1 authentif ication . Un mode de realisation concerne un procede de codage 
d 1 un document de securite contenant des informations. Le document de 
securite comprend un substrat presentant une impression. Les informations 
sont cachees dans 1' impression et correspondent au texte ou aux nombres 
vehicules par au moins une partie de 1 1 impression . Ledit procede consiste 
a diviser les informations en une pluralite d* 1 ensembles de- donnees 
utiles, chaque ensemble de donnees utiles comprenant un sous-ensemble 
desdites informations, et a coder les ensembles de donnees utiles dans le 
substrat. La pluralite d' ensembles de donnees utiles est concatenee de 
maniere a retrouver les informations. 
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Claims 
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English Abstract 

Fingerprint data derived from audio or other content is used as an 
identifier, to trigger machine responses corresponding to the content. 
The fingerprint can be derived from the content, and also separately 
encoded in a file header. Digital watermarks can also be similarly used. 

French Abstract 

Des donnees concernant une empreinte digitale provenant d'un contenu 
audio ou autre sont utilisees comme identif icateurs pour declencher des 
reponses machine correspondant au contenu. L 1 empreinte digitale peut 
provenir du contenu et etre chiffree separement dans un en-tete de 
fichier. Des filigranes numeriques peuvent etre utilises de facon 
similaire. 
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Claims 
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English Abstract ... 

Digital watermarking technology herein, is described in a four step 
process, of (figure 4, S1-S4), and is used in conjunction with map dat, 
such as is acquired by satellite and other sensors and may be generated 
from image and ground truth databases (extract watermark location 
information) (figure 4, element SI) . The second step, S2, determines a 
physical location (e.g., GPS). The third step of (figure 4, element S3), 
compares the location information with the physical location. The fourth 
step of (figure 4, S4), provides feedback of the comparison. 



French Abstract 



L' invention se rapporte a la technologie de filigranage numerique 
comprenant quatre etapes (figure 4, S1-S4) et utilisee avec des donnees 
de carte, notamment celles acquises par satellite et d ! autres capteurs 
susceptibles d'etre generees a partir de bases de donnees d 1 images et de 
sites temoins (extraction d 1 informations relatives a un emplacement de 
filigrane) (figure 4, element SI) . La deuxieme etape, S2, determine un 
emplacement physique (p. ex. GPS) . Quant a la troisieme etape (figure 4, 
element S3), elle compare les informations relatives a 1 1 emplacement et 
1 ' emplacement physique. Finalement, la quatrieme etape (figure 4, S4) 
assure la retroaction de la comparaison. 
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ACCESS CONTROL SYSTEMS AND METHODS 
SYSTEMES ET PROCEDES DE COMMANDE D'ACCES 
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Main International Patent Class: H04L-009/32 
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Detailed Description 

Claims 

Fulltext Word Count: 2927 
English Abstract 

An access control system, for buildings, networks, and equipment or the 
like, that is responsive to photographic badges or other tokens of 
identification. A visitor or user of the disclosed system can make their 
own badge in advance, at a location remote from the facility, network or 



equipment. The badge can include a photograph of the visitor (e.g., 
obtained from an image database maintained by a state or federal agency, 
such as a state department of motor vehicles, or another trusted source), 
and can also include a machine-readable access code. This code, provided 
to the visitor or user in advance of the visit or use, can define certain 
privileges that the visitor or user is authorized to enjoy a the 
building, etc., including unescorted access to certain areas, access to 
certain computer resources, permission to operate equipment, etc. 

French Abstract 

Cette invention concerne un systeme de commande d'acces a des batiments, 
reseaux, equipements et autres, qui reagit a des badges photographiques 
et autres marques d 1 identification . Tout visiteur ou utilisateur du 
systeme selon 1 1 invention peut creer son propre badge a distance, en un 
point eloigne du batiment, du reseau ou de 1 1 equipement . Le badge peut 
comporter une photographie du visiteur (tiree- par exemple-de la- base de 
donnees image d ' un organisme d'etat ou federal tel qu'un service des 
vehicules a moteur ou autre source securisee) avec eventuellement un code 
d'acces lisible par machine. Ce code, qui est fourni au visiteur ou a 
1 ' utilisateur avant la visite ou 1 ' utilisation effectives, peut donner 
droit a certains privileges dans le batiment, etc., dont I'acces sans 
escorte a certaines zones ou a certaines ressources inf ormatiques, 
1 ' autorisation d f utiliser du materiel, etc. 
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INTERACTIVE VIDEO AND WATERMARK ENABLED VIDEO OBJECTS 
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Detailed Description 

Claims 

Fulltext Word Count: 16997 
English Abstract 

Watermark in video signals or the accompanying audio track are used to 
associate video objects, in a video sequence with object specific actions. , 
or information (604). A video object refers to a spatial and temporal 
portion of a video signal that depicts a recognizable object, such as a 
character, prop, graphic, etc. Each frame of a video signal may have one 
or more video objects (604) . The auxiliary information is embedded in 
video or audio signals using "steganographic" methods, such as digital 
watermarks (612) . By encoding object specific information into video or 
an accompanying audio track, the watermarks transform video objects into 
"watermark enabled" video objects that provide information, actions links 
to additional information or actions during playback of a video or 
audio-visual program. A similar concept may be applied to audio objects, 
i.e. portions of audio that are attributable to a particular speaker, 
character, instrument, artist, etc. 

French Abstract 

L 1 invention concerne des filigranes dans des signaux video ou la piste 
audio associee, qui sont utilises pour associer des objets video dans une 
sequence video a des actions ou des informations specif iques a l'objet. 
Un objet video fait reference a la partie spatiale et temporelle d ! un 
signal video qui represente un objet reconnaissable, tel qu'un caractere, 
un accessoire, un symbole graphique, etc. Chaque trame . d 1 un . signal .video. ; 
peut comporter un ou plusieurs objets video. Les informations auxiliaires 
sont integrees a des signaux video ou audio au moyen de procedes <= 
steganographiques >=, tels que les filigranes numeriques . Le codage 
d' informations specif iques a l 1 objet dans des signaux video ou une piste 
audio associee entraine la transformation par les filigranes d' objets 
video en objets video <= actives par filigrane >= qui fournissent des 
informations, des actions ou des liens a des informations ou actions 
additionnelles lors de la lecture d'un programme video ou audio-visuel . 
Un concept analogue peut etre applique a des objets audio, c f est-a-dire a 
des parties de donnees audio imputables a un orateur, un caractere, un 
instrument ou un artiste particulier, etc. Un dispositif personnel (DP) 
de programmation video interactive permet a des telespectateurs de 
connaitre un contenu interactif associe a la programmation sur un ecran 
personnel tout en regardant la programmation affichee sur un ecran 
partage. Le dispositif peut etre utilise con jointement a differents 
schemas video interactif s, dont par exemple, la video activee par 
filigrane . 
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Detailed Description 

Claims 

Fulltext Word Count: 5452 
English Abstract 

To enhance decoding of signals suspected of containing a watermark (200), 
a suspect signal is screened to compute detection values (204) evincing 
presence and strength of a watermark. Screening strategies control 
detector actions, such as rejecting unmarked signals (208) and improving 
synchronization of watermarks in suspect signals. 

French Abstract 

Pour ameliorer le decodage de signaux supposes contenir un filigrane 
(200) un signal suspecte est filtre pour calculer des valeurs (204) de 
detection indiquant clairement la presence et l'intensite d f un filigrane. 
Des strategies de filtrage commandent des actions du detecteur telles que 
le rejet des signaux (208) sans filigrane et 1 1 amelioration de la 
synchronisation des filigranes dans des signaux suspects. 
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WATERMARK ENCODER AND DECODER ENABLED SOFTWARE AND DEVICES 

LOGICIELS ET DISPOSITIFS ACTIVES PAR DES CODEURS ET DES DECODEURS DE 



FILIGRANE 
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Fulltext Availability: 

Detailed Description 

Claims 

Fulltext Word Count: 17935 
English Abstract 

Watermark encoders and decoders are integrated into operating systems, 
Internet browsers (300), media players, and other applications and 
devices. Such integration enables the watermark-enabled application (304) 
or device to provide additional functionality and information (302) 
available via the watermark. The watermark, for example, may link to 
metadata or actions related to a media object. To exploit this watermark 
enabled functionality, the integrated application uses a watermark 
decoder to access the related metadata and actions. The user interface of 
the integrated application is enhanced to present metadata and actions 
linked via the watermark. Similarly, watermark encoders may be integrated 
into applications to convert media objects into enhanced, watermarked 
objects . 

French Abstract 

Les codeurs et decodeurs de filigranes sont integres dans des systemes 
d' exploitation, des explorateurs Internet (300), des diffuseurs de medias 
et autres applications et dispositifs. Une telle integration permet a 
1 1 application (304) ou au dispositif actives par filigrane d'offrir des 
f onctionnalites et des informations (302) supplementaires disponibles via 
le filigrane. Ce filigrane peut notamment constituer un lien vers des 
metadonnees ou des actions liees a un objet media. Afin d 1 exploiter cette 
fonctionnalite activee par filigrane, 1 1 application integree utilise un 
decodeur de filigrane afin d'acceder auxdites metadonnees et actions 
liees. L' interface utilisateur de 1 1 application integree est amelioree 
pour presenter des metadonnees et , des actions liees .via le, filigrane . 
D'une facon similaire, des codeurs de filigranes peuvent etre integres a 
des applications afin de transformer des objets media en objets 



filigranes ameliores. 
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English Abstract 

Physical or electronic objects are encoded with identifiers, which serve 
to trigger object-appropriate responses from computer systems that 
encounter such objects. The encoding may be steganographic (e.g., by 
digital watermarks), so the presence of such identifiers is not evident 
to persons encountering the objects. An exemplary application is a 
computer system that looks at a printed magazine advertisement (20) and 
initiates a link to a corresponding internet page. In one such 
implementation, the computer system senses an. identifer encoded, in the . 
advertisement, forwards the identifier to a remote database, receives 
from the database (17) a corresponding internet address (18a, 18b, 18c), 
and directs a browser to that address (18a, 18b, 18c) . The same 
arrangement can be used for on-line ordering from printed merchandise 
catalogs. Another application is a computer system that looks at a 
printed spreadsheet (20), and retrieves from disk storage an electonic 
version of the same document for editing. 

French Abstract 

Des objets physiques ou electroniques sont codes avec des identif iants , 
qui servent a declencher des reactions appropriees aux objets a partir de 
systemes inf ormatiques qui retrouvent ces objets. Le codage peut etre 
ef fectue en steganographie (par exemple, en filigrane numerique) , de 
sorte que la presence desdits identifiants ne soient pas evidents aux 
personnes rencontrant de tels objets. Une utilisation a titre d 1 exemple 
serait un systeme informatique qui regarde une annonce-magazine imprimee 
(20) et declenche une liaison vers une page correspondante sur 
1* Internet. Dans une telle mise en oeuvre, le systeme informatique capte 
un identif iant code dans 1 ' annonce publicitaire, achemine 1 1 identif iant 
vers une base de donnees distante, .recoit a partir, de la base.de donnees .. 
(17) une adresse Internet correspondante (18a, 18b, 18c), et dirige un 
navigateur de reseau vers ladite adresse (18a, 18b, 18c) . Un arrangement 
identique peut etre utilise pour la commande en ligne a partir d'imprimes 
catalogues d' articles. Une autre application serait un systeme 
informatique qui regarde un tableur imprime (20), et preleve de la 
memoire a disques magnetiques une version electronique de ce meme 
document pour 1' edition. 
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English Abstract 

Processing of banknote- or other security document-images in a computer 
system is sensed, and serves to launch (or direct) a web browser to a web 
site that educates the user about limitations on use of such imagery, 
and/or provides substitute imagery that may be utilized for legitimate 
purposes. Such images may be recognized by a digital watermark encoded 
therein or by other known techniques. The technology is applicable to a 
wide class of documents that should not be duplicated, including 
passports, visas, postal stamps, stock certificates, travelers checks, 
concert/event tickets, lottery tickets, etc. The technology may also be 
used for non-security applications, e.g., recognizing images, video, or 
audio being processed on a user's computer as belonging to a certain 
class, and presenting'" the user with' a web page ' relating to' that' class of 
object. Commerce opportunities may thereby be made available to the user. 



French Abstract 

Le traitement d 1 images de billets de banque ou d f autres documents de 
securite dans un systeme informatique est detecte et sert a lancer (ou 
diriger) un explorateur Web vers un site Web qui instruit 1 1 utilisateur 
quant aux limitations portant sur 1 ' utilisation de telles images, et/ou 
propose des images de substitution qui peuvent etre utilisees a des fins 
legitimes. De telles images peuvent etre reconnues par un filigrane 
numerique code dans ces images ou par d'autres techniques connues . Cette 
technologie est applicable a une grande diversite de documents qui ne 
doivent pas etre dupliques, y compris les passeports, les visas, les 
timbres postaux, les certificats d'actions, les cheques de voyage, les 
tickets de concert/evenement , les tickets de loterie et autres . Cette 
technologie peut egalement etre utilisee pour des applications dans un 
cadre non securitaire, telles que la reconnaissance d' images, dans ce 
cas, des signaux video ou audio sont traites sur un ordinateur 
d ' utilisateur comme appartenant a une certaine classe, et 1 1 utilisateur 
se voit presenter une ""page Web relative a cette classe ' d 1 6b j et . ' Des ' 
off res commerciales peuvent ainsi etre proposees a 1 ' utilisateur . 
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Printed object e.g. security document image analyzing method, involves 
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Abstract (Basic) : WO 200451917 Al 

NOVELTY - The method involves determining whether a machine 
readable auxiliary signal is embedded at embedding locations in an 
image using a print structure that changes in response to a copy 
operation. The change causes a divergence or convergence of a 
characteristic of the structure such that the signal becomes more or 
less detectable. The signal is evaluated to determine whether a printed 
object is a copy or an original. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following: - • ■ ■ • ■ • ■■ • -■ 

(a) a storage medium with instructions for performing a printed 
object image analyzing method 

(b) a method for creating an image to be printed on a printed 
object 

(c) a storage medium has stored information for performing a method 
of creating an image to be printed on a printed object 

(d) a printed object. 

USE - Used for analyzing an image of a printed object e.g. security 
document, identity document, banknote, check and package. 

ADVANTAGE - The machine readable auxiliary signal embedded at 
embedding locations in the image is determined using print structure, 
thereby providing more effective discrimination metrics between 
originals and counterfeits. 

DESCRIPTION OF DRAWING (S) - The drawing shows a process for 
generating an auxiliary data signal for printing on print media for 
authentication . 
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Identification document creating method for drivers license , involves 
embedding digital watermark signal where signal carries variable message 
payload with information related to other information on identification 
document 
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Abstract (Basic) : US 20040039914 Al 

NOVELTY - The method involves identifying a feature location in a 
biometric image. A digital watermark signal is generated. The digital 
watermark signal is embedded in the biometric image such that the 
digital watermark location is dependent on the feature of location. The 
digital watermark signal carries a variable message payload (104) with 
information related to other information on an identification document. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(a) a tangible medium with instructions for performing a method for 
creating Identification document 

(b) a method of performing biometric analysis 

(c) a method of authenticating an identification .document.. 
USE - Used for creating an identification document in drivers 

license, access control card, voter registration card, travel document 
and badge. 

ADVANTAGE - The information provided in digital watermark code 
provides information that increases speed of search and accuracy of 
search. The method enables accurate template extraction and comparison. 

DESCRIPTION OF DRAWING (S) - The drawing shows a diagram depicting a 
digital watermark embedder used to create watermarked objects that are 
authenticated in multiple ways. 

Hash function (103) 

Payload message (104) 

Basic pattern (106) 

Digital watermark embedding operations (109, 110) 
Distortion channel (114) 
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Authentication media object creation method e.g. for document, involves 
embedding content dependent pattern obtained by combining content 
signature and pattern generated from object hash information, into object 
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Abstract (Basic) : US 20030223584 Al 

NOVELTY - A pattern is generated from the computed hash information 
on the media object such as document, software for authentication. The 
content signature computed from a media signal in the media object, is 
combined with the generated pattern to form a content dependent pattern 
that is embedded as "a" digital watermark into 'the' media object'. ' 

USE - For creating media objects such as document, software, 
multi-dimensional graphics models, surface textures of objects, images, 
video, audio, for authentication using digital water marking embedder. 

ADVANTAGE - By using the simple and reliable method, computed 
content dependent pattern is embedded as digital watermark onto media 
object, thereby authentication of object is enabled effectively and 
securely . 

DESCRIPTION OF DRAWING ( S ) - The figure shows the flow diagram 
explaining the authentication media object creation process, 
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Abstract (Basic) : US 20030191932 Al 

NOVELTY - A request for secure connection to transact data received 
from a client system, is forwarded to a computer system for negotiating 
parameters such as encryption/decryption key for secure connection. The 
parameters are sent to small computer system interface (SCSI) machine 
for allowing the client system to transact data over secure connection. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(1) computer program product for data transaction method; 

(2) data transaction apparatus; and 

(3) computer system. 

USE - For data transaction used in computer system (claimed) of 
credit card company and financial institutions. 

ADVANTAGE - Provides security to small computer system interface 
(SCSI) data transaction by sending parameter to SCSI system after 
computer system has negotiated the parameters. 

DESCRIPTION OF DRAWING (S) - The figure shows a flowchart 
illustrating data transaction method. 
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Abstract (Basic) : US 20020188841 Al 

NOVELTY - A reader device reads a watermark embedded in a media 
content and forwards the watermark information to a router, to find a 
metadata database. A metadata database identifier finds a related 
metadata for the media content using the watermark information and 
sends the related metadata to the reader device. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(1) media package; 

(2) content searching system; 

(3) metadata formatting method; and 

(4) a method of controlling unauthorized distribution of content 
media . *• " ' ■ * ' 

USE - For asset management of media content such as still image, 
audio, video information, software, multidimensional graphic models, 
surface texture of object by providing watermark to packages such as 
video cassette tape, digital versatile disk (DVD), compact disk (CD), 
paper, label, covering, packaging, plastic and jewel care, also for 
managing media content is web site when client access it through 
network device such as personal computer, set top box, network enabled 
audio or video player, personal digital assistant, smart phones, 
interactive television system (ITV) using Internet. 

ADVANTAGE - Media content management is enhanced by linking media 
content with metadata. 

DESCRIPTION OF DRAWING (S) - The figure shows a system for enhancing 



digital asset management, 
content database (102) 
network (104) 
router application (112) 
router system (114) 

metadata database management system (116) 
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Abstract (Basic) : WO 200379606 Al 

NOVELTY - The method involves providing a hash for an image (20) 
where the image includes a digital watermark with a unique identifier 
(22) . The images are stored and indexed according to the identifiers in 
a database. The hash is an algorithm that converts a signal into a 
lower number of bits and the algorithm are applied to the image to form 
the hash. The image in the database is uniquely identified with the 
hash of the image. 

USE - Used for managing images in aerial imagery, photography and 
digital imaging fields . 

ADVANTAGE - The watermarks can be applied to any data, thereby 
facilitating ' its use in forensic 'tracking purposes. The "use of 
identifiers helps in identifying various data with different 
identifiers and hence providing a secure watermarking process that 
cannot be replicated by unauthorized individuals. 

DESCRIPTION OF DRAWING (S) - The drawing shows an associated related 
images and information with a digital watermark identifier. 

Image (20) 

Unique identifiers (22) 
Digital watermarks (22a, 22b) 
Watermark identifier (28) 
Image management system (30) 
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G06F-000/00 • -Based on patent- WO 200362960' ■ 



Abstract (Basic) : WO 200362960 A2 

NOVELTY - The method involves transforming video data into 
one-dimensional video signal. A calibration of the signal is performed 
with a one dimensional calibration signal to compensate for geometric 
distortion of the video signal. The transforming includes combining 
rows within a video frame into a first one-dimensional signal and 
involves combining columns within a video frame into a second 
one-dimensional signal. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for: 
(a) a tangible medium on which are stored instructions for 
performing the claimed method 



(b) 
signal 

(c) 

(d) 
stream 

(e) 
stream 

(f) 
stream 

USE 



a method for detecting content flags embedded in host media 
a method for video watermarking 

a method of embedding auxiliary data in a compressed data 
a method of extracting auxiliary data from a compressed data 
a method for detecting auxiliary data in* a compressed" data 
- In digital watermarking and fingerprinting for modifying 



physical or electronic media to embed a hidden machine-readable code 
into the media. The embedded code is imperceptible or nearly 
imperceptible to the user, yet may be detected through an automated 
detection process applied .to media signals- such as images, audio . . 
signals, and video signals. It may also be applied to other types of 
media objects, including documents (e.g., through line, word or 
character shifting) , software, multi-dimensional graphics models, and 
surface textures of objects. 

ADVANTAGE - Allows for several exact copies of video output source 
with differing payloads . 

DESCRIPTION OF DRAWING (S) - The drawing is a flow diagram 
illustrating a method for detecting one-dimensional calibration signal 
in a host signal and using them to compute geometric distortion. 
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Abstract (Basic) : WO 200355130 Al 

NOVELTY - An optional transform is applied, 111, to an original 
image to produce a transformed image, 112 and certain elements in the 
transformed image are identified, 113, that have a property that 
remains identifiable after they are changed by auxiliary data 
embedding. An auxiliary data stream is embedded in this image that is 
embedded in elements of the image, 115, to create a new image, 116, and 
inverse transform can be applied, 117, to generate the image with 
auxiliary embedded data, 118. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for a method 
of rendering ' embedded auxiliary" data, for a* method of decoding 
auxiliary data and for a storage medium. 

USE - Embedding reversible auxiliary data in image data. 

DESCRIPTION OF DRAWING ( S ) 
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Abstract (Basic) : US 20030056104 Al 



NOVELTY - Payloads are encoded across a substrate after payloads 
are concatenated in order to retrieve information. Information is 
divided into payload sets comprised of information subset. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following: ' ' 

(a) a check authentication; 

(b) an identification linking method; 

(c) a check clearing process truncating method; 

(d) a digital check image management system; 

(e) a system interaction; and 

(f) a washed security document identification. 

USE - For security document e.g. check, notes, mortgage, commercial 
paper, jewelry certificates, appraisal, insurance documentation. 

ADVANTAGE - Uses washable ink. Reduces risk of check being 
intercepted by counterfeiter. Authorizes cash or check deposit. 

DESCRIPTION OF DRAWING (S) - The figure shows the flowchart of an 
electronic check image digital watermarking method. 
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Abstract (Basic) : US 20030039377 Al 

NOVELTY - The method performs logarithmic sampling of a media 
signal such as audio/video signal, to produce a sampled signal. The 
sampled signal is analyzed in order to detect attributes associated 
with a watermark signal. Based on the detected attributes, the digital 
watermark is extracted. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is also included for 
computer-readable medium storing instructions for extracting digital 
watermark . 

USE - For extracting digital .watermark- in multi-dimensional. - . 
graphics applications. 

ADVANTAGE - The detection of attributes enable determination of the 
position of the watermark in a suspected signal, even in case where the 
signal has been translated subsequent to encoding of the watermark or 
corrupted. 

DESCRIPTION OF DRAWING (S) - The figure shows the flowchart 
illustrating the watermark detection process, 
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Background watermark processing computer used in steganography, analyzes 
audio/video content stored in memory using software, and alters operation 
upon detection of digital watermark data, automatically 
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Abstract (Basic) : US 20030009670 Al 

NOVELTY - The computer automatically analyzes the audio/video 
contents stored in its memory using a software, and alters its 
operation with respect to the contents upon detection of digital 
watermark data. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is included for 
background watermark processing method. 

USE - In steganography for processing images in smart business 
cards such as credit card," debit "card, cash' card^ 'medical * records , 
identification/authentication tag in automobile, airline industry. 

ADVANTAGE - Provides enhanced security for the audio/video 
contents . 

DESCRIPTION OF DRAWING (S) - The figure shows a hierarchical 
arrangement of signature blocks, sub-blocks and bit cells used in 
background watermark processing, 
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Abstract (Basic) : WO 200319449 A2 

NOVELTY - The information encoding method uses a security document 
(100) which has an additional substrate (102) which can be printed on. 
The information printed on this substrate is hidden and corresponds to 
specific text or numerals located within the -document. The security 
information is divided into a number of payload sets. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is included for a 
digital checking system. 

USE - For water-marking electronic data for security reasons. 

ADVANTAGE - This method provides enhanced security for electronic 
documents . 

DESCRIPTION OF DRAWING (S) - The figure shown is a schematic diagram 
of a check. 

Check (100) 

Security substrate (102) 
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Digital elevation model processing method for reconnaissance and remote 
sensing systems , involves watermarking image data acquired by satellite 
and generating map accordingly 
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Abstract (Basic) : US 20020124171 Al 

NOVELTY - The image data acquired by a satellite is watermarked and 
stored in a database. A map is generated from the database is 
watermarked. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is included for 
database storing component map data. 

USE - For processing Digital Elevation Model of earth surfaces such 
as buildings, man-made object, geological features acquired by a 
satellite for applications such as reconnaissance and remote sensing 
systems, guidance of piloted, remotely, piloted vehicles <- Also- 
applicable to other forms of aerial surveillance data, albedo map and 
other topographic/mapping information obtained from aerial images, 
ground survey, watermarking of movie data in digital cinema 
applications . 

ADVANTAGE - The imagery is automatically geo-ref erenced and 
combined with previously-collected data sets so as to facilitate 
generation of up-to-data Digital Elevation Model and map. 
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Abstract (Basic) : US 



20020099943 Al 



NOVELTY - An auxiliary signal is embedded in a digital image such 
that the signal is imperceptible and machine-readable. The image is 
converted to a halftone image using unstable halftone screen structure. 
The ink flow errors introduced by incorrect reproduction of unstable 
halftone screen structure are automatically detectable by reading the 
auxiliary signal. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 
following : 

(1) Computer readable medium having program for performing digital 
watermark embedding -process ; • • ■ * - * ■ ** 

(2) Printed object carrying halftone image; 

(3) Printed object authenticating method; and 

(4) Computer readable medium having program for authenticating 
printed object. 

USE - For embedding digital watermark in images, audio signals, 
video signals, text documents, software, multi-directional graphics 
models and surface texture of objects for authenticating the printed 
ob j ects . 

ADVANTAGE - Enables detection of copying or photo duplication and 
printing/re-scanning of printed object. Enables automatic 
authentication with lower quality camera devices such as web cams and 
common image scanners. Allows watermarks to serve the function of 
determining authenticating as well as carrying a message payload useful 
for variety of applications. 

DESCRIPTION OF DRAWING ( S ) - The figure illustrates flow diagram of 
illustrating the steps of watermark embedding and halftone screen 
processing programs. 
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Abstract (Basic) : US 20020085718 Al 

NOVELTY - An error information relating to errors, introduced into 
the processed content data is obtained. When decoding the content data, 
the errors are counteracted using a filter. 

USE - For decoding steganographically embedded copyright data from 
multimedia data. 

ADVANTAGE - Enables reliable decoding of steganographically 
embedded copyright information, by counteracting the computed media 
content . 
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Abstract (Basic) : WO 200271685 Al 

NOVELTY - Watermark location information is extracted from an 
image. The physical location is then determined using e.g. GPS. The 
location information is compared with the physical location, to check 
whether they match or are inconsistent. 

DETAILED DESCRIPTION - INDEPENDENT claims are also included for the 
following: 

(1) An apparatus to read digital watermarks embedded' within a map . 



(2) A system comprising user terminals, database and gatekeeper. 

(3) A module for use in a network. 

(4) An article of manufacture comprising steganographically 
embedded data. 

USE - For use with map data, e.g. acquired by satellite and other 
sensors . - ■ - • • . ....... 

ADVANTAGE - Enables improved management and coordination of huge 
amounts of aerial imagery. 

DESCRIPTION OF DRAWING (S) - The drawing shows a flow diagram of the 
method. 
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Abstract (Basic) : WO 200250760 Al 

NOVELTY - A forensic identifier in a digital watermark, associated 
with a forensic database, is decoded. Another forensic identifier 
associated with the user is also decoded. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 
following: . - • • . • ... 

(1) Digital watermarking method; 



(2) Computer readable medium storing digital watermarking program; 

and 

(3) Broadcast monitoring system. 

USE - For broadcast monitoring, copyright communication, copy/play 
control, file verification, personal computer (PC) connected to 
e-commerce, forensic tracking, content' monitoring, asset' management and' 
set-top box connected to e-commerce. 

ADVANTAGE - Standardization of data allows the architecture to 
support a wide variety of systems. Allows content owners to buy and 
sell content with minimal changes with no changes to the watermark 
payload. 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
the connected application's system overview, 
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Abstract (Basic) : WO 200239235 A2 

NOVELTY - The method involves establishing a connection with a 
registration process. Authentication information is provided to the 
registration process. A registration request is submitted to the 
registration process. Finally an embedder control file is received, 
including media signal identifiers and embedder instructions. 

The embedder control file is submitted to a water mark embedder 
which automatically embeds a set of media files with corresponding 
identifiers according' to the embedder "instructions in the ' embedder 
control file. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for a 



computer readable medium, for a watermark embedder, for a media signal 
identifier registration server, for a method of segmenting a media 
signal for parallel watermarking operations and for a distributed 

digital watermark embedder,. . . . ... ... , 

USE - For encoding information into media signals. 

ADVANTAGE - Automates processes for batch embedding of identifiers 
into media content to prevent bottlenecks in content creation. 

DESCRIPTION OF DRAWING ( S ) - The figure shows a batch identifier 
registration and watermark embedding system. 
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Abstract (Basic) : WO 200169518 Al 

NOVELTY - A detector correlates the calibration signal or its 
attributes to a suspect signal , 202 using a 'watermark key to" select 
initial portions of the suspect signal expected to contain a watermark 
in order to compute correlation values for candidate portions 204 and 
the detector then computes relative detection values based on the 
detection values, 206, for control of further detection actions. 
Unmarked signals are screened and accepted or rejected, 208, or direct 
further detection operations are performed on the signal, 210. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for a method 
of using detection values to control watermark detection and for a 
computer readable medium with detection software. 

USE - Watermark detection in multimedia content. 

ADVANTAGE - Using absolute and relative detection values to provide 
complementary information. 

DESCRIPTION OF DRAWING (S) - The drawing is a flow diagram of the 
process . 
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Abstract (Basic) : WO 200182215 Al 

NOVELTY - The method involves computing a change in an attribute of 
an image sample to encode auxiliary information in the image. Color 
values of the image -sample* are then -processed to- effect ' the * change in'*" 
the image sample attribute with minimized impact on visibility. The 
changing the color values includes transforming the change in the image 
sample attribute to a change in color components of the image sample. 
DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for: 



(a) a computer readable medium 

(b) a method for assessing whether a watermark in an image is valid 
USE - In, color image processing . in. e . g.. . color ..masking , technology,, 

color adaptive encoding etc. 

ADVANTAGE - Enables the user to specify the color or color regions 
to embed a watermark signal more or less strongly than other colors. 
The transition into selected color regions is made less visible, by 
smoothly changing the signal strength depending on the distance from 
the selected color region. Also, it enables the user to select the 
color region by selecting pixels having the desired color in the image 
to be watermarked. 

DESCRIPTION OF DRAWING (S) - The drawing is a block diagram 
illustrating a watermark system according to the present invention. 
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Abstract (Basic) : WO 200184438 Al 

NOVELTY - A financial institution (FI) (48) identifier is 
associated with the document and passes an identifier and a session 
ticket to a user computer (42) . The FI contacts via the FI identifier 
and passes to the FI the session ticket to obtain an authentication 

ticket. The latter is- passes from the user to a merchant- computer- -( 44 )- 

to facilitate a transaction. The authentication ticket is provided from 
the merchant computer to the FI . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for: 

(a) a method of verifying data 

(b) a system for exchanging data 

(c) a method of gaining permission 

(d) a method of preventing on line attacks 

(e) a computer readable medium 

(f) a method for facilitating voting 

(g) a method of providing trial access for on-line website 

(h) a method to access a secure location 

(i) a watermark combination lock 

(j) a method of securely transmitting image data over the Internet 

USE - In hidden data systems, using in documents employing digital 
watermarks for facilitating e-commerce transactions. 

ADVANTAGE - Assures that an on-line purchaser of goods has physical 
custody of the credit card being charged. Without such custody, the 
credit card issuer will refuse the requested transaction. 

DESCRIPTION OF DRAWING (S) - The drawing illustrates a system 
according to. an illustrative embodiment of the present invention.-- 

user computer (42) 

merchant computer (44) 

financial institution (FI) (48) 
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Abstract (Basic) : WO 200180169 Al 

NOVELTY - A digital signal (100), a message (102) and control 
parameters (104) are input and a watermark embedding processor (106) 
converts the message into a watermark information signal, which is then 
combined with the input signal and possibly with an orientation pattern 
to create a watermarked signal (108) . This signal is transmitted to a 
watermark detector (110), also receiving control parameters (114) and 
performing correlation or other operations on the captured image in 
order to determine the presence- of a watermark and dts orientation, 
used by a reader (116) to extract the message. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for a method 
of encoding auxiliary data into a host signal, for a method of 
authenticating a media object, for a computer readable medium with 
software, for an object bearing a media signal, for an identification 
document and for a decoder. 

USE - Authenticating physical and electronic media objects using 
watermarks. 

DESCRIPTION OF DRAWING (S) - The drawing is a block diagram of the 
system 

Message (102) 
Watermarked signal (108) 
Processor (106) 
Watermark detector (110) 
Control parameters (114) 
Reader (116) 
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Abstract (Basic) : WO 200161508 Al 

NOVELTY - A file browser displays media object files stored in 
memory, in a user interface. A file browser extension decodes an object 
identifier from selected object file and displays metadata or action 



associated with media object file through object identifier, in an 
extension of user interface. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(a) Watermark decoder system; 

(b) Internet browser; 

(c) User interface extension method; 

(d) Media object rendering method; 

(e) Electronic messaging system; 

(f) Electronic messages distribution control system; 

(g) Electronic messages distribution control method; 

(h) Electronic messages transmitting' method; ' ' *' 

(i) Content filtering system; 

(j) Distributed watermark spider system; 
(k) File browsing method 

USE - File browser system e.g. internet browser (claimed) 
especially with digital water markencoding-decoding applications, for 
media objects including audio signals and video signals, documents, 
software, multidimesional graphic models, surface textures of objects. 

ADVANTAGE - Since the user is given an opportunity to control 
various stages of watermark detection, an enhanced file browser system 
is obtained. 

DESCRIPTION OF DRAWING ( S ) - The figure shows the e.g. of user 
interface features enabled by integrating watermark decoder on internet 
browser . 
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Abstract (Basic) : WO 200070523 Al 

NOVELTY - The digital -source data - is encoded. to. indicate plural bit 
auxiliary data steganographically . The encoded data is input to 
intervening computer. The payment is credited in response to forwarded 
data. The plural bit auxiliary data is tested by testing source program 
in reference to encoding attributes. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(a) objective media recognition system; 



(b) objective media recognizing method; 

(c) reprogrammable watermark detector; 

(d) audio data linking method; 

(e) electronic money transaction method; 

(f) video date distribution method in Internet; 

(g) upgrade trigger encoding method; 

(h) watermark detector reconfiguring method 

USE - For watermarking audio and video data in radio/TV 
broadcasting . 

ADVANTAGE - The owner of objective data is determined easily with 
reference to the decoded plural audio-bit data, thereby payment credit 
is done quickly. The command signal is used to trigger the change in 
operation of watermark detector, thereby signal is interpreted during 
decoding of watermark easy. 

DESCRIPTION OF DRAWING (S) - The figure shows the connection diagram 
of participants and channels involved in distribution of music data. 
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Abstract (Basic) : EP 1054335 A2 

NOVELTY - The method entails providing a frame of image data, 
decoding plural-bit identifier data from the image data, consulting the 
registry database to identify a software program corresponding to the 
identifier data, and invoking the identifier software program. 1. 

DETAILED DESCRIPTION - Several fields of the image data are decoded 
stenographically, with at least one field comprising the identifier 
data, and another field is provided to the identified software program 
for its use. AN INDEPENDENT CLAIM is made for: 1. Method of data 
processing on computer system; 2. A greeting card comprising a 
substrate with visually-perceptible indicia printed on it; 3. Method of 
providing a customized greeting . card; -4 . Method of printing . a, magazine;, . . 
5. Method of determining consumer response to print advertising; 6. 
Method of interacting with magazine using a computer; 7. Computer 
peripheral and its use; 8. Electronic commerce method; 9. Image-based 
network navigation method permitting a user to link to remote computer; 
and 10. Network computer system, responsive to watermark data sent from 
a software program on a remote computer. 

USE - Application of new user interfaces to computers, which extend 
into everyday world beyond the mouse and keyboard, enabling objects to 
communicate their identities and functions to attendant devices. 

ADVANTAGE - Facilitates use of application program for data 
processing on computer system, encode binary data which can be decoded 
by an image processing device and used to direct a computer to a web 
site where an image, video, and/or audio presentation corresponds to 
the card is provided. Enables use of electronic commerce to use 
pre-stored customer profile information. 

DESCRIPTION OF DRAWING (S) - Drawing shows the main process 
components of an illustrative system employing the present technology. 
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Abstract (Basic) : WO 200132061 A2 

NOVELTY - A security device comprises a first rod (62) to carry 
merchandise extends " outwardly from the' display board.* The' first rod has" 
an outer end over which the items (14) of merchandise are removed from 
the device and an end assembly adjacent to the outer end of the first 
rod . . 

DETAILED DESCRIPTION - The assembly includes an inner base member 
(224) connected to the display board and an outer base member (266) 
that may be selectively locked to the inner base member where the outer 
base member prevents the inner base member being removed from the 
display board 

USE - Prevents large numbers of items being removed from a display 
rack. 

ADVANTAGE - The invention slows a shoplifter by forcing them to 
remove the items of merchandise one by one. A security device may be 
locked to the display board so that the shoplifter cannot remove the 
entire device with the merchandise. 

DESCRIPTION OF DRAWING (S) - The drawing shows a perspective view of 
the safety device. 

Items (14) 

First rod (64) 

Inner base member (224) 

Outer base member' (22 6) .......... .. 
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Abstract (Basic) : US 6111954 A 

NOVELTY - An auxiliary information signal is encoded as a patterned 



physical characteristics which is coextensive with the paper, so as tc 
produce an image. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is also included for 
photographic paper processing method. 

USE - For copying photographs with copyright protection function. 
ADVANTAGE - Facilitates the consumer's compliance with copyright 
law, serves the photographer whose owns copyright and aids the copy 
service and supply vendor. 

DESCRIPTION OF DRAWING.(S) The . figure, shows , registration- process - 
for subliminal graticule using inclined axes, 
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Counterfeit deterrence method for recognition of original security 
documents such as passports, visa, stock certificates, involves 
recognizing security document by directing web browser to related web 
site 
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Abstract (Basic) : WO 200036785 Al 

NOVELTY - The method involves recognizing a security document by 
directing a web browser to a related web site. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for: 
(i) Computer storage medium which stores instructions for causing a 
computer to perform recognition of security documents, (ii) Digital 
water marking method, which involves changing the luminosity of the 
printed image at various areas, to encode digital data 

steganographically . ..The watermark signal, is, imprpyed . in , ,tbe . regio.n of., 
the image that has relatively uniform inking, by making small points 
within such region essentially devoid of ink. One or more points have 
dimension of 100 mu or less. 

USE - For recognition of original security documents such as 
passports, visa, postal stamps, stock certificates, travelers cheque, 
concert ticket and lottery ticket. 

ADVANTAGE - The method provides an effective and rapidly deployabl 
global solution to the growing digital counterfeiting problem. Security 
document detection using digital watermark is performed readily and 
reliably during typical operations of a personal computer system. The 
method prevents the acquisition and printing of security document 
images, while providing artists with a central resource to obtain 
approved images for use in marketing, communications and other 
legitimate uses. 
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0101 that is used as an aid in detection. The digital signal is added 
to the original signal at a low power level. This level is application 
specific and depends on the acceptable increase in noise levels. 

A suspect image can then be normalised and have the original 
subtracted from it to extract the identification code. More complex 
methods are also defined. 
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Abstract (Basic) : WO 9514289 A 

An identification word is encoded onto an original signal by 
multiplying corresponding bit values,-- the resultant- being * accumulated ~ - 
in the composite signal. The composite signal is attenuated down to the 
acceptable perceived noise amplitude and the resultant signal added to 
the original to become the distributable signal. A suspect signal, 
which may have undergone multiple copies, compressions and 
decompressions is re-sampled and aligned onto the digital format of the 
original signal and the signal levels matched. 

The original signal is then subtracted from the normalised suspect 
signal to produce a difference signal which is then cross correlated 
with the word all the embedded code signals to produce cross 
correlation values. Suspect signals are then identified by comparison 
of the peak cross correlation values with the original identification 
word . 

USE/ADVANTAGE - In embedding identification codes in electronic, 
optical and physical media and later identification of copies. Robust 
method. Detects copies after various stages of processing and 
subsequent degradation of medium. 
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